53 Dr.WEB® 3ALWNTUN CO3NAHHOE
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CnenaHo B Poccumn

NHBecTuMpyUnTe
B OTe4ecTBEeHHoe

MO Dr.Web

= 3awuTa ntobbIX yCTPOMCTB B MHDOPMALIMOHHBIX CETAX
roCyfapCTBEHHbIX OpPraHU3auni, NPeanpuUsTUA U KOMMepPYECKNX
KOMMaHWUK, BKJIOHYas 3aLUMTY AOMALIHMX KOMMbIOTEPOB U JINYHbIX
MOOUNBbHbBIX YCTPOMCTB COTPYAHNKOB

= BbinonHeHWe TpeboBaHUM perynstopos no 3awmte NCNAH, TNC,
cnctem obpaboTkm cBeAEHUN, COAEPIKALLMX rOCYAAPCTBEHHYIO
TanHy, o6bekToB KN

= CepTtudukatol PCTIK Poccnm n MmuHobopoHbl Poccumn, nnueHsnm
n ceptndukatel PChb Poccun

= COBMeCTUMOCTb ¢ poccumckumm OC, yctponcTBamum Ha base
poccnnckmnx npoueccopoB «bankan-T1» n Anbbpyc, peweHnamu
Ha ocHoBe nnatdpopmbl ARM64

Doctor Web Ltd., 2003-2020

https://aHTnBMNpYC.pd
https://drweb.ru
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Hdeno rocyaapcrBeHHOM Ba)XXHOCTU

NHhopMaLoHHas 6e30MacHOCTb SBAAETCS OAHOW M3 COCTaBNSIOLLMX HALMOHANbHOW ©e30macHoCTM
Poccunckomn Depepaunm, BNUSET Ha CTeMNeHb 3all1Tbl MHTEPECOB 00LLIeCTBa 1 rocyaapctea. Obecneve-
HWe MHMOoPMaLMOoHHOM Be3onacHocTn Poccnickon Degepaunm B cchepe SKOHOMUKM UrPAET KITIOYEBYIO
ponb B obecneyeHn HauoHanbHOM 0e30MacHOCTM CTPaHBbI.

CornacHo JJokTpuHe nHgopmaLmoHHow besonacHocTy Poccuvickor denepaLimim:

24. Crpaternyeckmumm Lensmm obecrieqyeHns Vb B skoHoMuHeckor cepe ssasoTca <..> pa3pabot-
Ka Y MpOU3BOLCTBO KOHKYPEHTOCIOCOOHbIX CPEACTB 0becrneyeHms MHGHOPMAaLMOHHOM 6e30MacHOCT?
A TaKkXke NoBbilLeHe 0ObEMa 1 Ka4eCTBa OKa3aHWs ycyr B 0bnacTy obecrneqeHus MHpOPMaLMOHHOM
besonacHocTu

25. OcHoBHbIMY HarnpasaeHusMm obecrieqeHmss Vb B SkOHOMMYeckou cepe BasTCs <...>
a) yBenuyeHve 4o NpoAyKLUMm 3Tom oTpacim (npum. UT) B BaIOBOM BHYTpeHHeM npoaykTe <..>

6) nukBMAALMS 3aBUCUMOCTY OTEYECTBEHHOM MPOMBbILLIEHHOCTH OT 3apyOexHbIX MHGOPMALMOH-
HbIX TEXHOMOrW 1 cpeacTs obecreqeHus Wb 3a cHeT co3haHus 1 Pa3BUTUS W LLIMPOKOIO BHEAPEHMS
oTe4qecTBEeHHbIX pa3paboTok.

Ewle 5 net Ha3am B HEKOTOPbIX OTEYECTBEHHbIX KOMMaHMUAX — 0CODeHHO B cdhepe KpynHoro brsHeca —
nons 3apybesxHoro MO npesbiwana 90%. 3T0 cO30aBano CEPbe3HYI0 Yrpo3y HalMoHanbHowW be3onac-
HocCTW Poccun.

CerofHs bnarogaps nocnefosatenbHbIM MepaM rocyapcrBa no NoAAep ke oTedecTBeHHbIX pa3paboT-
4nkoB MO n IT-nHaycTprn Poccun B LLENOM CUTYaLLMSA KapOMHANbHO MEHAETCH K Ny4LUuemy.

«locynapcrtBo 0becneynT prHaHCOBbLIE W HAJTIOrOBbIE UHCTPYMEHTLI NOAAEPXKKM, byaeT CTUMympo-
BaTb CrPOC Ha OTEYECTBEHHYIO BbICOKOTEXHOIOMMYHYIO MPOAYKLMIO, B TOM YUC/IE YEpe3 roC3aKynkiu...».

Bnagumup MNyTtunH
07.05.2019

Ykas Mpe3ugeHTta Poccunckon pepepaumm «O HaLMOHANbHbIX LLeNnsiX U cTpatermyeckux 3a-
padax pa3sutus Poccunckon ®epepaumn Ha nepuop po 2024 ropa» N° 204 ot 7 mas 2018 .

Cpeau Npoymnx Mep NpeanncbIBaeTCs:
obecneyeHme MHDOPMaLMOHHOM He30MNacHOCTM Ha OCHOBE OTEYECTBEHHbIX PAa3paboToK;

co3fiaHue rnobanbHoON KOHKYPEHTOCNOCOOHOM NHGPACTPYKTYpbl Nepeaayn, oopaboTkm 1 xpa-
HEHWS AAHHbIX MPENMYLLECTBEHHO Ha OCHOBE OTeYeCTBEHHbIX Pa3paboToK;

NCnonb3oBaHMe NpenmMyLlectBeEHHO OTeEHeCTBEHHOIO MPOrpaMmMHOro obecneyeHus rocyaap-
CTBEHHbIMUW OpraHaMn, OpraHaMm MeCTHOIo CaMoynpaBneHnNda N OpraHn3alaMn;

co3flaHuve CoBpeMeHHOW 1 be3onacHon LndpoBorn 0bpa3oBaTenbHOW Cpedbl.

TekcT YKa3za:

Dr.Web siBnsetcs OAHNM W3 3q3¢)eKTI/IBHbIX MHCTPYMEHTOB AOJ14 BOMJIOWEHNA 3TUX MeP B XN3Hb.

MprobpeTtas , POCCUINCKME MOMNb30BaTENM MOMYHAIOT 3alUMTY OT BO3-
MOXHbIX PWUCKOB, CBSA3aHHbIX C OrPaHUYEHUSMU WUCMONb30BaHWUS, MPOASIEHNS 1N NPUoOpeTeHNs
3apybexxHoro MO, BbI3BaHHbIX M3MEHEHUEM MeXYHAPOAHON OOCTAaHOBKM.
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Co 3HaKOM Ka4vecTBa

«[lokTop Beb» nMeeT cepTudmKaThl, no3sonsiowme ncnonssosats 10 Dr.Web B opraHmzaumsx ¢ no-
BbILLIEHHbIMK TPeDOBaHNAMM K YPOBHIO Oe3onacHoCTU. «[JokTop Beb» cepTudunumpyeTr BCO NUHENKY
pewweHun Dr.Web Enterprise Security Suite 4T0 NO3BONSET KAMEHTAM KOMMAHNK 3aLLMLLATL OKaNbHbIe
ceTu NoObIX KOHMUIypaunn. B oTnmndmne ot KOHKypupyoLwmx npoayktos, MO Dr.Web npoxoamT oueHKy
COOTBETCTBMSA COMMACHO MakCVMalibHO BO3MOXHbIM TPebOBaHWAM K aHTVBUPYCHBIM PeLLUEHMSM, B TOM
4ymcae NPOBEepPKY Ha OTCYTCTBME HeJOKYMEHTUPOBAHHbIX BO3MOXHOCTEW.

Dr.Web Mo>XHO npMeHsATb AN 3alnTbl:

ﬂ O61bekTbl KU
o

0 1 ypoBHs 0o 1 knacca CucTembl 06paboTKM BMIOTb [0 BbICLLEN
3aLMLLEHHOCTH 3aLLMLLEHHOCTH CBeOEeHUI, codepKallmx KaTeropum
BKJIOYNTESIbHO BKJIIOYUTENBHO rocTamHy

JInueHsnmn n ceptndukarbl «[lokTop Beb6»

= TMpopykTbl Dr.Web BHeceHbl B EAMHbIN peecTp pOCCUMCKX MPOrpaMM A1 SNEKTPOHHbIX BbIYNCINTENb-
HbIX MaLUWH 1 633 faHHbIX.

= Dr.Web ceptncmumposaH MrHo6opoHbl Poccun.

= Komnanus «[oktop Be6» nmeet nnuensmm GCE Poccum n @CTIK Pocckm Ha npoBefeHme paboT, cBs-
3aHHbIX C rOCY4aPCTBEHHOW TaHOW.

= Dr.Web ceptudurumporaH ®CTIK Poccmm Ha cooTBETCTBME TpebOBaHMAM K CpeCcTBaM aHTUBUPYC-
How 3awmThl (Mprka3z GCTIK Poccum o1 20.03.2012 1. N2 28) no lMNpodunio 3amTbl CPeacTB aHTU-
BMPYCHOM 3alLMTbl TMMNa «A» BTOPOro Kfacca 3awutbl, Mpoduio 3awmTbl CpeacTs aHTUBMPYCHOMU
3aWmMTbl TNa «b» BTOPOTo Kacca 3awwmthl, [Mpodusio 3aLnTbl CPeACTB aHTUBMPYCHOM 3aLMTbl TUMNA
«B» BTOpOro knacca 3awmtbl», Mpodunio 3amTbl CPefCcTB aHTUBUPYCHOW 3aLLMTbI TUMa «[» BTOPOro
Kflacca 3aLmThl.

MponyKTbl Dr.Web nprMeHstoTcs Ans 3aumtsl MHOPMaUMn, cCoaepXallencs B pa3nnyHbIx MHdopmMaum-
OHHbIX CMCTeMaX, B TOM Yncie nHdopMaLmm orpaHUYeHHoro fgoctyna (rocyaapcrBeHHas TaliHa, nepco-
HanbHble AaHHbIE U TaK Aanee).

= Dr.Web ceptuduumpoar @CTIK Poccmm Ha OTCyTCTBME HegeknapnpoBaHHbIX BO3MOXHOCTeN. Ero nc-
NoSib30BaHKe No3BoNseT 0becneynTb Hadnexallee BbINoNHeHWE TpeboBaHMIM HOPM 3aKOHOAATENbCTBA
Poccmninckom ®epepaupt 0 NpUMeEHeHUM Mep A1 3aLLUnThI:

v MHMOPMAaLIMK C OrPAHNYEHHbBIM AOCTYNOM (roCyfapCcTBeHHas TalHa, NepcoHasbHble AaHHble
W Tak panee);

V' OTAENbHbIX KaTeropui rpaxaaH ot MHMopMaunn, NPUYMHSOLLEN BpeL.
Bce CepTI/Iq)I/IKaTbI N TOBapPHbI€ 3HaKW.

https://company.drweb.ru/licenses _and_ certificates

FocylapcTBEHHbIE CepPTUdMKATBI 1 reorpacus nonb3osatener Dr.\Web cBMAETENbCTBYIOT O BbICOKOM
KayecTBe NpoayKTOB, CO3AAHHbIX TaNaHTANBLIMU POCCUNCKAMM NPOrpaMMNCTaMN.
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TonbKO COOCTBEHHbIe aHTUBUPYCHbIE
TexXHoJiorum

MponykTbl Dr.Web paspabatbiBatotcs ¢ 1992 roga. 310 oAMH 13 NEPBbLIX aHTUBMPYCOB B MUPE.

«JJokTop Beb» — OfMH M3 HEMHOTMMX aHTUBMPYCHBIX BEHAOPOB B MUPE, BNAAEOWMX COOCTBEHHbIMUN
YHUKaNbHbIMMU TEXHONOTUAMM [ETEKTUPOBAHMSA U NEYEHNS BPELLOHOCHbIX NMPOrpaMM, UMeeT CBOIO aH-
TUBUPYCHYIO NabopaTtopuio, rnobanbHyio Cy>0y BUPYCHOrO MOHUTOPUHIA U CIy>KOY TEXHNYeCKOoW nopa-
LLEPXKKM, KOTOPbIe PacnofioxeHbl B Poccuu.

Bce npaBa Ha aHTMBMPYCHble TexHonorum Dr.Web npuHagnexar komnaHnm «Joktop Bed» — poccum-
CKOMY HanoronnatenbLymky. ABTOPCKMe NpaBa Ha TexHonorun Dr.\Web npvHagnexar aBTopy aHTMBU-
pyca Dr.Web, eqnHcTtBeHHOMY Bnafenblly koMnaHum «oktop Beb», rpaxaaHuHy Poccnmn — Wropio
LaHunosy.

B Poccun

BbICOKOKBaNMMULIMPOBaHHbIE CreLmanmcTbl «[lokTop Beb» HanpaBnsioT CBOM yCUNUA Ha cO3daHue

3 NYYLWIMX CPeACTB aHTUMBMPYCHOWM 3aLLMThI, OTBEYAIOLLX BCEM COBPEMEHHbIM TpeboBaHMAM K 3TOMY
KNaccy NporpamMM, a Takxke pa3paboTKy HOBbIX TEXHONOMMYECKX PeLleHNiA, MO3BONSIOLLMX NOMb30-
BaTeNAM BCTPeYaTb BO BCEOPYKWM NioOble BUbl KOMMbIOTEPHbIX YTPO3.

Komnnekc TexHonormm HecurHatypHble TexHonmormum Ha YHUKanbHas
NPEeBEHTVBHOW TexHonornu sapa* Da3e anropMTMOB opraHmsauus
3aLLUNThI MaLLUMHHOro oby4eHus | BUPYCHOM Da3bl

UckniountenbHasa camo3awmTta — moaynb Dr.Web Protection

* WmeHHo 3T TexHonorvy (passuBatorcs ¢ 2004 roaa), 3aLymtinm Halumx KnmveHTtoB B 2017 rody OT 3nmaemuin
WannaCry — Hu oamH rosib3oBatess Dr.Web He noctpagan.
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[NoBepue rocyaapcrea u bMsHeca

Komnanusa «[Joktop BebG» — KJo4eBOW MUIPOK Ha POCCUMCKOM PbIHKE MPOrpaMMHbIX CpeacTs obe-
cneyeHus 6a3oBon NOTpeOHOCTM bn3Heca — HeszonacHoOCTK MHGpopmMaumm. 3awmTta Dr.Web nossonser
NHPOPMALMOHHBIM CUCTEMAM HaLLMX KINEHTOB 3(hEKTUBHO NPOTUBOCTOATb MOObLIM, Alaxe elle He 13-
BECTHbIM Yyrpo3am.

Adons npopax nuueH3un png bMsHeca B goxopax
KomnaHuu «Jloktop Beb»

Dr.Web 3awuwaer

C 2000 ropa — 6onee 400 000 MK MuHucTepcTBa 060pOHbI Poccuu;

C 2003 roga — BCe YCTPOWNCTBA BCEX M3DMpPaTeNbHbIX KOMUCCUI Poccuinckor degepalmm (cneumanb-
HbIV aHTUBUPYC, pa3paboTaHHbIn Ans 3awmTbl TAC «BbiOopbI»);

C 2010 ropa — ©onee 100 000 yctpomncte CyaebHoro genaptameHTa npu BepxoBHoM cyae Poccuin-
ckou chepepaumu,

C 2012 ropa — 6onee 40 000 yCTPOWNCTB B roCydapCTBEHHbIX yYpexaeHusx Pecnybnikim TaTapcTaH;
C 2017 ropa — 6onee 30 000 yCTPOWCTB B OpraHax rocyaapCTBeHHoM Bnactu Pecnyonumku YamypTus;,
C 2018 ropa — 6onee 50 000 ycrponcts Bo PCNH Poccun;

C 2019 ropa — 6onee 30 000 yCTPONCTB B roCyAapCTBEHHbIX OpraHM3aumax MepMckoro kpas;

C 2019 ropa — 50 000 ycTpomcTB Ha NpeanpusaTMax, BXOAAWMX B CTPYKTypy [ockoprnopaumm
«Pocatom»;

C 2020 ropa — 6onee 20 000 yCcTPOWNCTB B roCydapCTBEHHbIX CTPYKTYpax benropoackom obnactu;

C 2020 ropa — ©onee 30 000 yCTPONCTB B OpraHax rocyaapcrseHHom Bnactii OMckom obnactu.

Hpyrve nonb3osatenu Dr.Web:
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JKcnepTmsa v onbIT

C1992 ropa C2003 ropa

pa3paboTtka Dr.Web pa3paboTka npoaykToB ans busHeca
MONHbBIN LMK NPOU3BOACTBA CPeACTB AHTUBMPYCbI ANA 3aLLUTbI BCEX Y3108
aHTUBMPYCHOM 3aLLMUTbI KOpMnopaTUBHOM CeTU.

MpoaykToBas NMHenka «Joktop BeG» pacnonaraer BceM HEOOXOAMMbIM A5 MOCTPOEHWS MOMHO-
LLeHHOW aHTUBUPYCHOWM CUCTEMBI 3aLLMTLI B KOMMAHMAX CAMOro pa3Horo Maclitaba, B mobom otpac-

3 NN XO39MCTBEHHOW AesTenbHOCTU. MpoaykTel Dr.\Web no3BonsioT nepekpbITe NyTM NPOHUKHOBEHMS
BCEX TWMOB BPEOHOCHbIX OOBEKTOB BHYTPb KOPMOPATUBHOW CETU U 3aLLUMLLAEMBIX YCTPOWCTB, CBe-
IS PUCK 3apaXkeHN K MUHUMYMY.

Dr.Web gnsa 3awutbl bOU3Heca

Y Bac YTO eCTb 3alNTUTL?

Y Hac ectb Dr.Web!

MpoayKTbl PewweHus

Dr.Web ATM Shield

Dr.Web Mail Security Suite
ans Unix Apps

Dr.Web Gateway Security Suite
ansa Unix Apps

Dr.Web Enterprise Security Suite
Dr.Web Desktop Security Suite
Dr.Web Server Security Suite
Dr.Web Mail Security Suite
Dr.Web Gateway Security Suite
Dr.Web Mobile Security Suite

Jleyawme ytnnuthbl
Dr.Web CureltNet!
Dr.Web Curelt!

MporpammHo-annapaTHble
KOMMNeKChI

Dr.Web Office Shield

Katanor npogyktos Dr.Web ans 6usHeca: https://products.drweb.ru/business

CoBMeCcTUMOCTb € oTeyecTtBeHHbIMU OC, npnnoXxeHnamMmu
MU 06nayYHbIMU cepsmncamum

ObecneyeHre COBMECTUMOCTA OTEYECTBEHHbIX OMEPALMOHHBIX CUCTEM K POCCUMCKOrO aHTUBMpPYCa
Dr.Web — BaxkHbI (haKTOp CaHKLUMOHHOW YCTOMHYMBOCTI, CTaDUIBHOCTL (hYHKLMOHNPOBaHNS GU3Hec-
MPOLLECCOB M HAAEXHOCT 3aLUMTbl MHDOPMALMOHHBIX CUCTEM OT BMPYCOB W Xakepckix atak. Dr.Web
COBMECTUM:

= ¢ poccumnckmmm OC n obopynosaHnem: MCBC, AnbT JInHykc, Astra Linux 1.3/1.4/1.5/1.6 x86_64,
ROSA, Pen 7.1 Mypom, OC Aspopa, P-Mnatcdopma, dnbbpyc-4, Inbbpyc-8.32 1 ap.;

" C yCTPOMCTBaMM Ha Daze poccmmckoro npoleccopa «barkan-T1», pelleHnsaMM Ha OCHOBE NNaTdopMbl
ARM64;

= ¢ MCBC3.0/5.0 x86_64.

MonHbIM cnncok: https: //company.drweb.ru/compatibility
Takxe Dr.Web nopnnepxmBaeT ycrapesLune 1 Hosentne sepcm OC Windows.
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Mporpamma BbIirogHOM MUrpauun
Ha

3HaunTeNbHas SKOHOMMS Ha AaHTUBUPYCHOW 3aLLmnTe 6e3 HeOOXOAMMOCTU 3aKy KM HOBOro 060pyL0BaHNS
L5 nepexofa C aHTUBMPYCHbIX MPOAYKTOB APYriX NPOU3BOAUTENEN.

Cknpaka 50% Nnu 2 ropga 3awmTtel noueHe 1 BecnnaTHas 3awuTa

npuv nepexone Ha 1 rog Ha OCTaBLLINNCS CPOK NIULLEH3N
aHTUBKPYCa APYroro Npon3BoANTenNs

Bce ycnosug murpaumn:

[dononHuTtenbHbIe Bbiroabl oT nepexoga Ha Dr.Web

Jo 25% cknpka CneuwnanbHble LUeHbl Cknpkn ot 40% pno 42%
3a npuobpeTeHne HECKOMbKUX  MPW 3allMTe BCEro BeJOMCTBa NPV NPOANIEHNN KaX bl rof,
npoaykTos Dr.Web NN BCEX YHPEXAEHNI

pervioHa/ropofa,/ noceneHns

* DTa ckmaka npuMeHseTcs K 06bIYHOM LIEeHE MO panc-/mcTy 6e3 cKuaki Ha MUrpaLmio.

NMoppepikka nonb3oBartenen — B Poccumn
MprobpeTtas , POCCUMIMCKIE NMOSBb30BATENM MOSYHAIOT:
KPYrNOCYTOUHYIO NOOAePXKKY B POCCUM, Ha PYCCKOM fi3bIKe,
DecnnaTHyto MoMOLLb B paclLdpoBKe OT TPOSHLIEB-BbIMOraTenen;
OHJ'Ial7IH-TeCTl/IpOBaHl/Ie 00 NOKYMKN ,
TEeXHNYECKNI rlpecel7|r|, B TOM Hncne BO BpeMA ,El,el7ICTBl/IF| 0emMo,
MCYEPMNbIBAOLLYIO OKYMEHTaL Mo Mo NPoLyKTaMm ;

OecnnaTHbIN AocCTtyn K MatepmaliaM o6yqa+ou_u/|x Kypcos no a,EI,Ml/IHl/ICTpI/IpOBaHI/I}O npoayKToB
1 OCHOBaM I/IHCpOpMaLI,I/IOHHOl/I Oe3onacHocTU ,

[l0CTyn K Da3e 3HaHMM o npoaykTax Dr.Web.
s TpeboBaTeNbHbIX KIMEHTOB AOCTYMHbI HECKOMBbKO NMakeToB niaTtHou VIP-nogaepxKu.

LLInpoknn cnekTp Apyrux ycnyr

nns SOC-nofpasneneHni, cneumanmcToB no MHMOpPMaLMOHHOW 6e30MacHOCTU U KMOEPKPUMUNHANNCTOB
JocTtyn K cepBucy MrHoBeHHoro aHanusa BMO Dr.Web VxCube
AHanus BpefoHOCHbIX (anioB cneyuanmuctaMmm aHTUBUpPYCHon nabopatopun «Jloktop Be6»

3KCI'IepTMBa KOMMNbOTEPHbIX NHLUNOEHTOB



wewe| © 000 «[lokTop Be6»,
2003-2020

m‘u:
-
$

«[JokTop BeO» — pOCCMNCKMIA MPOM3BOAMTENb aHTUBUPYCHBLIX CPeACTB 3aLiMTbl MHdopMaLmMmM nog Mapkon Dr.Web.
MponykTbl Dr.Web pa3spabatsiBatotcs ¢ 1992 roga. KoMnaHus — KOYEBOM UIPOK Ha POCCUNCKOM PbIHKE MPO-
rPaMMHbIX CpencTB obecnedeHus 6a3oBoV NOTPeOHOCTM Br3Heca — BGe3onacHOCTU MHGOPMALMN.

125040, Poccusa, MockBa, 3-4 ynunua Amckoro nons, Bn. 2, kopn. 12a
Ten.: +7 495 789-45-87 (MHOrokaHasnbHbIN)
®akc: +7 495 789-45-97



