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MpencraBnsemM BalleMy BHUMaHWIO 00Na4HbIv MHTENNeKTYanbHbIN MHTEPaKTUBHbIN
aHanm3saTop nofo3puTenbHbix 00bekToB Dr.Web vxCube, KoTopbIi No3BoNSET:
MPOBEPUTH OHJAH JIIOOOM COMHUTENbHBIV (ain Ha BPeLOHOCHOCTb;
cchopMUpPOBaTh OTHET C TpebyeMbIMU AOKa3aTENbCTBAMMU,
oTnpaBuTb AaHHble B SOC/SIEM.
[lns BXxofa B CEPBUC 1 OTNPaBKM NOJ03pUTENbHOrO 06bekTa Ha aHanm3 TpebyeTcs Tonbko Opay3ep.

WccnepnoBatenb MOXeT yaaneHHo — Yepes nHTepdenc Dr.Web vxCube — HabntofaTh 3a X040M aHanmsa 1 faxe BAnsTb Ha
€ro xofl, MOAKIIIOYMBLUNCE K aHanm3aTopy Yepes VNC (Virtual Network Computing) Ans y4actvs B npouecce UccneqoBaHus.

B cnyvae onpefenexus yrpo3bl Dr.\Web vxCube no3sonsier MrHOBEHHO MoyYXTb NPOTMBOSAME B BUAE CreLmanbHon cbopkim
yTnuTbl Dr\Web Curelt! nns neyeHus Ballen CUCTeMbl — paHblie, 4eM ¢ MpobnemMon CMOryT CNPaBUTLCS YCTaHOBNEHHbIe
y Bac cpencTsa 3almTbl. Dr.\Web Curelt! cnocobHa paboTaTh 6e3 ycTaHOBKM Aaxe Npu Hanmymm Opyroro aHTUBMpYyca.

Dr.Web vxCube:

yOaneHHO aHanmM3npyeT oObEKT B Cpefle, COOTBETCTBYIOLLEN MMEHHO BalLer CUTYaLMK;
no3BonsieT HabMoAaTh 3a NPOLECCOM aHanu3a;

BOCMPOV3BOAUT AeNCTBUS NOLO3PUTENBHOIO 0ObeKTa [ ero CCefoBaHus;
NpefoCTaBnsAEeT OTYET O NPOBELEHHOM aHann3e C HeOOXOANMBIMU AaHHbIMU,
aHanuupyet nerntnmHoe MO Ha Hanu4me 3aKnagok;

0obBHapy>KMBaeT 3arpy3Ky BpeAOHOCHOro KoAa;

aKkcnopTmpyeT faHHble ang SOC n SIEM.

Dr.Web vxCube:

pa3bepeT LOCKOHANIbHO, YTO MOXET HaTBOPUTb Ha BalleM 1K yrpo3a Hynesoro Yaca (O-hour threat) — Bbl yBUAWTE 3TO

eLlle [0 TOro, Kak OHa HayHeT AeCTBOBaTh B peasnibHoCTU;
MOKaXeT, KaKOBbl MOTYT ObITb MOCNEACTBUSA TUMOTETUHECKOW aTaky Ha Ballle NpeanpusTme;
NpoaHanu3npyeTt, YTo0 UMeHHO COBMpPanChb AenaThb 3M0YMbILNEHHNKM B BaLLe CETU.

MpencraBnsem BalwemMy BHUMaHWIO 00aqHbIN MHTENNEeKTyanbHbIA MHTEPaKTUBHbIA aHaM3aTop NOA03PUTENbHBIX OOBEKTOB
Dr.Web vxCube, KOTOpbI NO3BONSET NPOBEPUTH OHMAMH 000 COMHUTENbHBIV (ali Ha BPEAOHOCHOCTb.
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[lns BXo[a B CEPBUIC 1 OTNPABKM NOA03PUTENBHOMO 0ObEKTa Ha aHanm3 TpebyeTcs Tonbko bpaysep. ViccneaoBatenb MOXeT
yhoaneHHo — vepe3s nHtepcdenc Dr.Web vxCube — Habniofate 3a XO4OM aHanm3a v faxe BAWATb Ha €ro XA, NOAKIIOHMB-
Wncb K aHanmsatopy Yepe3 VNC (Virtual Network Computing) ans y4actms B npouecce NccnefoBaHums.

Yto noJly4ymT Nnonb3oBaTteslb cepBMca?

= 3anuce paboyero cTona BUPTYanbHOM MaLWHbI C aHaNM3MpyeMbiM hanniom

= OueHKy Bpe4oOHOCHOCTU

= CneymanbHyio coopky Dr.Web Curelt!

= (CB#3K aHanm3mpyemoro darvna

= CnMCOK M3MEHEeHUI B CUCTEME, BKITIOYAs 3aMnmch B SIEMEHTbI aBTO3amnycKa, CMcoK halnfioBbIX 1 CETEBLIX OnepaLunii
= [lamnbl CO34aHHbIX hanmnoB, onepaTMBHOM NaMsATN, CETEBbIX NaKETOB

= XypHan Bcex Bbi3oBoB WInAPI

= KOHTpOnbHble CyMMbI McCnefyemoro dawnna

" y,D,O6HbIe BO3MOXHOCTUN MHTErpaunmn H€O6XO,£I,I/IMbIMl/I cepBmcCammn

MoapobHee o Dr.Web vxCube: https://www.drweb.kz/vxcube

= becnnatHo, Ha 10 gHen, ansa npoeepkn 10 dannos. = 33sBKa Ha NOKYMNKy OTNpaBfseTcs Yepes popmy 3anpoca
= 3anpoc aemo: https://download.drweb kz/vxcube noaaepxku, TeMa flokyrka: https://support.drweb.kz

Mcnonb3oBaHue Dr.Web vxCube perynupyercs JIvLeH3VI0HHbIM COorallieHyienm, KOTOPOoe NpeaycMaTpUBaeT OTBETCTBEHHOCTb
3a [IeNCTBUS, He COrNacoBaHHble C KOMMaHmen «[Joktop Beb».
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