Security Suite

3awumTa paitnoBbIX CEPBEPOB U CepBepoOB
NpUNo)XxeHu (B TOM Yucne BUPTYyarbHbIX
N TepMUHaNbHbIX CEPBEpPOB)

B Peectpe oteyvectBeHHoro 10O
CeptudumumpoaH OCTIK Poccun n ®Ch
Poccnm

ObecneynBaeT BbINofHeHWe TpeboBaHNM
HOPM PErynsTOpPOB B YaCTW aHTUBUPYCHOMN
3awmtbl UCMOH 0o 1 ypoBHS
3aWmueHHocTH BktoduteneHo, N'MC go

1 Knacca 3aWmLLeHHOCTU BKITIOYUTENBHO,
cncTemM 0bpaboTKM CBEeAEeHUI, CoMep KaLLnNX
roctamHy, oobektoB KW BNNoTb 00 BbICLLEN
KaTeropum.

CoBMecTMMOCTb ¢ poccunckmnmmn OC MCBC,
Alt Linux, Astra Linux, ROSA, PE] OC n ap.
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NMpeumyuiecrBa

MpeBEeHTMBHbIV aHaNM3 3amnyLeHHbIX MPUIOXEHUA — BbISBIEHME HEU3BECTHbIX LUM(PPOBASLLUMKOB 1 OaHKOBCKMNX TPOSHLEB.
3alimTa oT MOAMMUKALMIA BPEAOHOCHBIMM MPOrPaMMaMm KPUTUHECKUX YHaCTKOB CUCTEMBI.

3almMTa OT IKCMIONTOB — BPelOHOCHbIX 0OBEKTOB, KOTOPbIE MCMOSL3YIOT YSA3BUMOCTU B MPUIOXEHUSX.

BrioKMpOBKa aKTMBHOMO COAEPXKMMOrO CMEHHbIX HoCUTenew.

MpaBuna MaLWMHHOrO 0byYeHNst — MOWCK U HeMTpanm3aLms yrpo3, OTCYTCTBYIOLLMX B aHTUBMPYCHbIX BGasax.
DyHKLUMOHAI 3aLlWMTbl OT NOTEPU AaHHBIX — 3alLMTa OT NOBPEXAEHNUs ParnoB TPOSHLAMUN-BLIMOraTeNsMU.

3almMTa OT elle HeM3BeCTHbIX Yrpo3 NyTeM 3anpeta MoAUdUKaLMM KpUTUHeckix obbekTos Windows 1 KOHTpOSS He-
De30nacHbIX 4eNCTBUN*.

MNoacuncrema obnayHown 3atmtel Dr.Web Cloud — MrHoBeHHas peakLms Ha HOBeLLIME Yrpo3bl*.

3aumTa paboThl CUCTEMHOTO AApa 1 CODCTBEHHbIX MOyNen OT cO0eB, BO3AENCTBUSA BPeAOHOCHbIX MPOrPaMM 1 ClyYain-
HOrO M3MeHeHMS.

Bbicokas CKOPOCTb CKaHWPOBaHMS NPU MUHUMANbHOW Harpy3ke Ha onepauMoHHYI0 CUCTeMy, YTo no3sonset Dr.\Web
naeansHo hyHKLMOHMPOBATL Ha CepBepax NPakTU4ecku Nobor KoHbUrypaumu.

MpocToTa yCTaHOBKM M aAMUHUCTPUPOBAHMS.
Mpo3payHoCTb — NoApobHbIe halbl 0TYETa C HEOOXOAMMOW aAMUHUCTPATOPY CTEMEHBIO LeTanm3aLmnm.

* Tonbko Ans onepaumoHHbix cuctem Windows Server 2008 1 BbiLLe.

Bo3MOXXHOCTU

YnpasneHue 3aLmTon hannoBbix CEPBEPOB 1 PAbOYMX CTaHLMIA B Npefenax NokanbHOW CeTu ¢ NobbIX KOMMbIOTEPOB,
3alumLLeHHbIX Dr.\Web, — 6e3 ycraHoBku LieHTpa ynpasnexus Dr.Web Enterprise Security Suite.

YoaneHHas LeHTpanmn3oBaHHasa yCraHoBKa C nomMoLLbio nonnTuk Active Directory, a Takxe Login Script.
BepexHoe noTpebneHne pecypcoB CUCTEMbI U yHET MOLLHOCTM anmnapaTHOro obecneyeHms.

Cncrema yBeJOMIIEHWI, He OTBMEKAIOLLAA MHOXECTBEHHbBIMI HaNOMUHaHUAMU®.

MHoromnoTo4Hasi npoBepka, obecneynBaoLL,as MUHUMASbHOE BPEMS peakLmu.

CuncreMa POHOBOrO CKaHMPOBAHUS 1N HEMTPANM3aLIMN PaHEE HEN3BECTHBIX aKTUBHbIX Yrpo3, MPOTUBOAENCTBYIOLLIAX
cBoeMYy 0BHapYXXEHMIO 1 yaaneHWNo.

BoccTaHoBReHMe LeNoCTHOCTM NPOAYKTa B CJlyHae ero CiydanHbIX MY HaMepeHHbIX NMOBPeXAeHNI.

MpoBepka (arnos B apxmBax OO0 CTeneHm BIOXEHHOCTN 1 yNakoBaHHbIX (alios.

Bo3MOXHOCTb BNOKMPOBKM LOCTYNa K BPEAOHOCHOMY OOBbEKTY.

YBeLoMIeHMe Nofb30BaTeNs 00 OTKOYeHWM OT (haliIoBOro cepaepa B Clydae 0OHapyXKeHUs BUPYCHOM Yrpo3bl.

* Tonbko Ans onepaumoHHbix cucteM Windows Server 2008 u BbiLLe.

CncreMHble TpeboBaHNS OTPaXKeHb! B LOKYMEHTALLY MO MPOLYKTY.

JinuensmpoBaHue Dr.Web Server Security Suite

Buabl nnueH3nmn BapuaHTbl 1UEeH3U

Mo yncny 3awmiaemMbix CepBepoB = AHTMBMPYC
= KATANA
= AHTmBMpyC + LeHTp ynpasneHus
LleHTp ynpaBneHus nuueHsnpyetcs becnnaTHo.
Bce ycnoBva INLEH3MPOBAHNY



https://download.drweb.ru/doc/
https://license.drweb.ru/sss/
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MpepnpopaxHas noaaepxka TexHu4Yeckasi noafep>KKa

= becnnaTHoe TecTpoBaHue npogykTos Dr.Web — B = Kpyrnocyto4Ho — Mo TeneoHy 1 Hepes hopmy
CeTV 3aKa34ymKa Unu yaoaneHHo B BUPTyanbHOM cpefe https://support.drweb.ru
= Pa3BepTbiBaHVe, MOMOLLb NPY BHEAPEHNN — MO = B Poccnu, Ha pycckoM si3bike
TenedOHy WK C BbIE3AOM Ha TEPPUTOPMIO 3aKa34mKa = BecrnatHble yCnyrvi NoaAepkku 1 6ecrnatHas pac-
(Tonbko B Mockse) LIMPOBKA OT TPOAHLIEB-BbIMOraTenel Ana JLeH3nit
= [lpe3eHTauus, BebOUHap, CEMUHAP B MPanNCOBOM [ana3oHe
= [loMOLLb B HaNMCaHWW MK NPOBEPKe HaNNCaHHOro = CTOMMOCTb NOALEPXKKM AN 3anpancoBbIX 1 He3nu-
TEXHNYeCKoro 3aaHus MUTHbIX NIULLEH3UIA OroBapuBaeTcs 0cobo
= becnnaTHble oby4atouime Kypcbl N0 aAMUHNCTPUPOBA- = [natHasa VIP-nogaepxka

HUIo NpoaykToB Dr.Web

Ycnyrn v cepBuchl
Dr.Web vxCube

= OGnaYHbIN UHTENNEKTYaNbHbIV UHTEPAKTUBHbBIV aHaNM3aTop NoA03puTeNbHbIX 00beKTOB Ha BPeJ0HOCHOCTb

= HemepneHHOe U3roToBIIEHME JleYaller yTUIUTbI MO pesynbTataM aHanmsa

= ns cneumnanucToB no uHgopMaLMoHHOM 6e30MacHOCTU 1 KMGEPKPUMUHANNCTOB

He3ameHUMbIM CPeACTBOM B CUTYaLMsAX, KOMAa BPeAOHOCHbIN haiin npodpancs BHYTPb 3alMLLAEMOro aHTUBMPYCOM Nnepu-
MeTpa WK y BaC NosIBUIUCL OOOCHOBAHHbIE, Ha BaLll B3MS, MOLO3PEHWS, HTO B CETM 3aBEJICH «HYXXOW», ABNAETCH 0ONaYvHbIv
WNHTepPaKTMBHbIM aHanmn3aTtop Dr.Web vxCube.

Dr.Web vxCube B Te4eHME OQHON MUHYTbI OLLEHWUT BPEAOHOCHOCTb (haina U U3roTOBUT Nedallyto YyTUUTY AN YCTpaHeHUs
nocnefcTBum ero pabotsl. NpoBepka 3aHUMAET OT OLHOM MUHYTbI! [0 pe3ynbTaTtaM aHanm3sa NpefoCTaBnsaeTcs oTyeT. Ero
MO>HO NPOCMOTPETb B NIM4YHOM KabunHeTe nonb3osatens Dr.Web vxCube nnu ckadaTb B BUAe apxumBa.

Ecnv 0O6bekT 0gHO3HaYHO NpeCTaBAseT yrpo3y, Nofib30BaTeb HEMeAIEHHO NOJTyYaeT creumanbHyo cOopKy nevallemn yti-
nuTbl Dr.Web Curelt! (ecnv 370 BXOAMT B IMLEH3UIO) ANS O4HULLEHWUS CUCTEMbI OT LeNCTBUIA, NPOM3BEAEHHbIX NPOaHanmn3npo-
BaHHbIM HaNIOM.

370 [LaeT BO3MOXHOCTb MaKCMMaIbHO ObICTPO 06e3BpeAnTb HOBEWLLYIO Yrpo3y, He LOXNAAsACb OOHOBNIEHMIN NCMOSb3YEMOTO
aHTMBMpYCa.

Bnaropaps yHuBepcansHocTw ytunuTel Dr.Web Curelt!, cnocobHowm pabotath 0e3 yctaHoBKM B lobon cuctemMe, rae uc-
nonb3yeTcs Apyron aHTMBmnpyc (He Dr.Web), 310 Byaet ocobeHHO None3Ho KOMMaHKsaM, Noka He UCnonb3ytowmm Dr.Web B
KayeCTBE OCHOBHOMO CPeACTBa 3alUUThI.

Hemopoctyn: https: //download.drweb.ru/vxcube

MoapobHee o Dr.Web vxCube: https://www.drweb.ru/vxcube
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AHanus BpefoHOCHbIX arnoB cneLanuctaMy aHTUBMpYCcHomn nabopatopun «[loktop Be6»

Hwn oAVH aBTOMAaTM3MPOBaHHbIN CEPBMUC HNKOMAA He 3aMEeHUT OMbIT M 3HaHWA BUPYCHOMO aHanuTmKa. B cnyvae ecnmn BepankT
Dr.Web vxCube o npoaHanvsnpoBaHHOM daine byneTt He O4HO3HAYHO BPELOHOCHbIN, HO Y BaC OCTaHYTCS COMHEHUS B 3TOM
peLLeHVI, NpeanaraeM BOCMOJb30BaTbCA yCIyraMu CneLmanvcToB aHTMBMpYCcHoM nabopatopun «[loktop Be6» ¢ MHoro-
JIETHMM OMbITOM BMPYCHOMO aHasnu3a.

Ycnyr BKIIOYaIoT aHanmn3 BpeaoHOCHbIX hainos Nioboi CNoXHOCTK, Mo pe3yfibTaTaM KOTOPOro BbIAAETCSH OTYET, COAePXKALLNN:
onmrcaHue anropntmMoB paboTbl BpedoHocHoro MO 1 ero Moaynew;
KaTeropmsaumio 06bekToB: 0JJHO3HAYHO BPeOHOCHbIN, NMOTEHLIMANBHO BPeAOHOCHbIM (Mogo3puTeNbHbIN), ap.;
aHanm3 CeTeBOro NPOTOKOSa U BbiSiBNEHME KOMaHAHbIX CEPBEpPOB;
BMSHME Ha 3aPaXKEHHYIO CUCTEMY U PEKOMEHOALMM K YCTPAHEHUIO 3apaXeHus

3asBKM Ha AHTUBUNPYCHbIE NCCNEOOBaHNA MPUHMMAOTCA MO aapecy:

Ecnu Balwa komnaHWs NocTpajana oT Aencrems BpefoHocHoro M0 1 Tpebyetcs kBanuduLMpoBaHHas 3KCNepTn3a
BUPYCHbIX aHaNMUTUKOB, BOCMONb3YATECh YCIyraMu CneumanbHoro noapasaeneHns komnaHm «[Joktop Beb».

06 akcnepTm3e BKU:
3a9BKM Ha KCMEepPTU3Y:
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