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Dr.Web for business customers 

Dr.Web Enterprise Security Suite products 
Centrally managed, comprehensive endpoint security for your corporate network

The Suite’s products are organised into five groups according to the types of objects needing protection. 
Select a basic license for each object type and choose additional components if you need them. In accordance 
with the customer's selected solution, a single Dr.Web key file is generated. The Control Center is provided 
free of charge. Dr.Web products can protect any number of objects. 

Product Supported OSs and platforms Basic license Additional 

Dr.Web Desktop Security Suite
Protection for PCs, virtual server and terminal 
server clients, and embedded system clients

          Windows
	 macOS
	 Linux
	 MS DOS
	 OS/2 

Comprehensive 
protection 	 Control Center

Windows KATANA 	 Control Center

Dr.Web Server Security Suite
Protection for file and application servers 
(including terminal and virtual servers)

Windows
Novell NetWare
macOS Server
UNIX (Samba) Anti-virus 	 Control Center

Dr.Web Mail Security Suite
Email protection

UNIX

Anti-virus

	 Control Center
	 Anti-spam
	 SMTP proxyMS Exchange

Lotus (Windows/Linux) 	 Anti-spam
	 SMTP proxy

Kerio (Windows/Linux/macOS) 	 SMTP proxy

Dr.Web Gateway Security Suite
Protection for gateways

Internet gateways Kerio
Internet gateways UNIX

Anti-virus

	 Control Center

Microsoft ISA Server
and Forefront TMG
Qbik WinGate
MIMEsweeper

	 Anti-spam 

Dr.Web Mobile Security Suite
Protection for mobile devices

Android OS 4.0–8.1,
Android TV 5.0+ 

Comprehensive 
protection

	 Control Center
 

Useful links
Description: http://products.drweb.com/enterprise_security_suite
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Dr.Web Desktop Security Suite

Protection for PCs, virtual server and terminal server clients, and embedded system clients. 

§§ Dr.Web for Windows
§§ Dr.Web KATANA
§§ Dr.Web for Linux
§§ Dr.Web for macOS
§§ Console scanners
§§ Dr.Web for MS DOS, OS/2 

Dr.Web Desktop Security Suite licensing

Types of licenses

§§ Per number of protected workstations, terminal or virtual server clients, or embedded system clients.

Dr.Web Desktop Security Suite software products can be purchased separately or as part of Dr.Web Enterprise 
Security Suite. 

License options

Windows  Windows Linux macOS MS DOS, OS/2

Basic license Comprehensive protection KATANA Comprehensive protection

Basic license 
protection 
components 

	 Anti-virus 
	 Preventive 

Protection
	 Anti-spam
	 HTTP monitor
	 Office Control
	 Firewall

	 A non-signature  
anti-virus

	 Dr.Web Cloud
 

	 Anti-virus 
	 HTTP monitor

	 Anti-virus 
	 HTTP monitor

	 Console scanner
	 Anti-virus 

Additional components 

Control Center + +* + + —

Cryptographer + — — — —

* Available in the Dr.Web KATANA BE license.

Supported OSs

Dr.Web for Windows Dr.Web for Linux Dr.Web for macOS Dr.Web console scanners

Comprehensive protection
Windows 10/8.1/8/7/Vista SP2/XP 
SP2+ (32-bit)
Windows 10/8.1/8/7/Vista SP2 
(64-bit)

GNU/Linux for Intel x86/amd64 with 
kernel 2.6.37 (and later) and glibc 2.13 
(and later)

macOS 10.7-10.15  Windows, MS DOS, OS/2
KATANA:
Windows 10/8.1/8/7/Vista SP2/XP 
SP2+ (32-bit)
Windows 10/8.1/8/7/Vista SP2 
(64-bit)
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Dr.Web Server Security Suite

Protection for file and application servers (including terminal and virtual servers)

§§ Dr.Web for Windows servers
§§ Dr.Web for Novell NetWare servers
§§ Dr.Web for macOS Server
§§ Dr.Web for Unix servers (Samba)

Dr.Web Server Security Suite software products can be purchased separately or as part of Dr.Web Enterprise 
Security Suite. 

Dr.Web for Windows servers Dr.Web for Novell NetWare servers Dr.Web for macOS Server Dr.Web for UNIX servers

Basic license Anti-virus

Additional components

Control Center + + + +

Supported OSs

Dr.Web for Windows servers Dr.Web for Novell NetWare servers Dr.Web for Windows Server Dr.Web for UNIX servers

Microsoft Windows Server 
2000* / 2003 (х32 и х64*) / 
2008 / 2012 (х64)

Novell NetWare version 3.12-6.5 with 
supplements installed from the Minimum 
patch list

macOS Server 10.7-10.15 Linux distributions with kernel version 2.6.x 
(32- and 64-bit)

*Only supported for Dr.Web 7.0.
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Dr.Web Mail Security Suite

Email filtering

§§ Dr.Web for Unix mail servers and gateways
§§ Dr.Web for MS Exchange
§§ Dr.Web for IBM Lotus Domino (Windows, Linux)
§§ Dr.Web for Kerio mail servers (Windows, Linux) 

Dr.Web Mail Security Suite licensing

Types of licenses

§§ Per number of protected users (the number is unlimited).
§§ Per server license — designed to scan an unlimited amount of email traffic on one server, with the 

number of protected users no greater than 3,000.
§§ Unlimited license —designed to filter email on any number of servers.

Dr.Web software products for email protection can be purchased separately or as part of Dr.Web Enterprise 
Security Suite.

License options

 Dr.Web for MS Exchange Dr.Web for IBM Lotus 
Domino Dr.Web for Unix mail servers Dr.Web for Kerio mail servers

Basic license Anti-virus 

Additional components

Anti-spam + + + —

SMTP proxy* + + + +

Control Center +** + + +

* Using these products together with the SMTP proxy improves overall network security and reduces the workload of local mail 
servers and workstations.
** Is not supported for MS Exchange 2013.

Supported OSs

Dr.Web product Windows Linux macOS FreeBSD Solaris

Dr.Web for Unix mail 
servers  With kernel 2.4.x. or later   Version 6.x and 

later Version 10

Dr.Web for MS Exchange Server 
2000/2003/2008/2012     

Dr.Web for IBM Lotus 
Domino

Server 2000 /2003 /2008 
/2008 R2 /2012 /2012 
R2 (32- and 64-bit)

Red Hat Enterprise Linux (RHEL) 4 and 5 
versions, Novell SuSE Linux Enterprise Server 
(SLES) 9 and 10 versions (32-bit only)

   

Dr.Web for Kerio mail 
servers 2000/XP/Vista/7, Server 

2003/2008/2012

Red Hat 9.0; Red Hat Enterprise Linux 4/5; 
Fedora Core 7 / 8; SUSE Linux 10.0, 10.1, 
10.2, 10.3, 11.0, 11.1; CentOS Linux 5.2, 
5.3; Debian 5.0; Ubuntu 8.04 LTS
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Dr.Web Gateway Security Suite
Protection for Internet gateways  

§§ Dr.Web for UNIX
§§ Dr.Web for Kerio
§§ Dr.Web for Microsoft ISA Server and Forefront TMG
§§ Dr.Web for MIMEsweeper
§§ Dr.Web for Qbik WinGate

Dr.Web Gateway Security Suite licensing

Types of licenses

§§ Per number of protected users (the number is unlimited).
§§ Per server license — designed to scan an unlimited amount of traffic on one server, with the number of 

protected users no greater than 3,000.
Dr.Web software products for gateway protection can be purchased separately or as part of Dr.Web Enterprise 
Security Suite. 

License options

 Dr.Web for Internet 
gateways Unix

Dr.Web for Internet 
gateways Kerio

Dr.Web for Microsoft ISA 
Server and Forefront TMG

Dr.Web for 
MIMEsweeper

Dr.Web for Qbik 
WinGate

Basic license Anti-virus Anti-virus Anti-virus Anti-virus Anti-virus

Additional components  

Anti-spam — —  +  +   +

Control Center  +  + — —  —

Dr.Web anti-viruses for gateways are also available in our low-cost bundles for small and medium-sized 
companies.

Supported OSs

Dr.Web product Windows Linux FreeBSD Solaris

Dr.Web for Internet gateways Unix  kernel 2.4.x
and later

version 6.x
and later version 10

Dr.Web for Internet gateways Kerio 2000/XP/2003/2008/7     

Dr.Web for Microsoft ISA Server and 
Forefront TMG

 For Microsoft ISA Server:
§§ Microsoft® Windows Server® 2003 x86 

with Service Pack 1 (SP1);
§§ Microsoft® Windows Server® 2003 R2 x86

For Microsoft Forefront TMG:
§§ Microsoft® Windows Server® 2008 SP2 
§§ Microsoft® Windows Server® 2008 R2

   

Dr.Web for MIMEsweeper 2000 Server SP4 or later / Server 2003 or later 

Dr.Web for Qbik WinGate Vista/Server 2008/Server 2003/XP/2000  
(32- and 64-bit)
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Dr.Web Mobile Security Suite
Protection for mobile devices

§§ Dr.Web for Android

Dr.Web Mobile Security Suite licensing

Dr.Web mobile device protection is licensed per number of protected devices.

License options

Comprehensive protection + Control Center

Product components

Dr.Web for Android

Protection components*

Anti-virus

Anti-spam**

Anti-theft**

Cloud Checker

Firewall

Security Auditor

Centralised administration with Dr.Web Enterprise Security Suite +

Supported OSs Android OS 4.0–8.1, Android TV 5.0+ 

* Anti-virus, Firewall, and Security Auditor are only available for devices running Android TV.
* These components cannot be used on a SIM-less device.

Useful links
Description: https://products.drweb.com/mobile/biz?lng=en
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Bundles
Bundles include Dr.Web products for protecting all types of objects

Dr.Web Universal bundle
Budget-friendly, enterprise-class comprehensive protection for small and medium businesses (5-50 PCs).

! No discounts (including the renewal discount) are available for this product. To continue using the 
bundle, purchase a new license at the standard price. Users switching from the bundle to separate Dr.Web 
Enterprise Security Suite products can get a renewal discount.

 Product Protected objects Licenses Package contents

Dr.Web Desktop Security Suite Workstations Comprehensive protection 5-50

Dr.Web Server Security Suite Servers Anti-virus 1

Dr.Web Mail Security Suite Email users Anti-virus + Anti-spam Equals the number of workstations

Dr.Web Gateway Security Suite Gateway users Anti-virus Equals the number of workstations 
(from 25)

Dr.Web Mobile Security Suite Mobile devices Comprehensive protection Equals the number of workstations

Useful links
Description: http://products.drweb.com/bundles/universal

Dr.Web Safe School 
Products in the bundle

§§ Dr.Web Desktop Security Suite (10–200 workstations)
§§ Dr.Web Server Security Suite (1–8 servers)
§§ Dr.Web Mobile Security Suite (10–200 mobile devices)

Useful links 
Description: https://products.drweb.com/bundles/safe_school?lng=en
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Dr.Web utilities
Dr.Web curing utilities are designed for scanning and emergency curing. They do not provide 
resident protection.

Dr.Web CureNet!
Centralised curing for local networks of any size, including those running different anti-virus software.

 Prospective customers Small, medium, large, and extremely large enterprises that have a different vendor’s anti-virus installed in their 
local network. 

Tasks performed §§ Remote centralised curing for Windows workstations and servers.
§§ Tests the quality of the other vendor’s anti-virus.

Utility features

§§ Doesn’t require the other vendor’s anti-virus to be uninstalled prior to scanning and curing.
§§ Requires no running server or additional software.
§§ Operates in networks isolated from the Internet.
§§ Dr.Web CureNet! Master can be launched from removable media, including USB devices.

Supported OSs
MS Windows 2012 / 8, 8.1 (Professional/Enterprise) / 2008 SP2 / 7 (Professional/Enterprise/Ultimate) / 2008 / 
Vista SP1 (Business/Enterprise/Ultimate) / 2003 SP1 / XP Professional SP2 (32- and 64-bit architecture) or iPhone 
4, iPod touch 4+ running iOS 7.0+.

Licensing Dr.Web CureNet! can be licensed for 1, 2, or 3 years; the number of scanned stations —5 or more.

Trial license No curing capability.

System requirements

Master

§§ Any computer running MS Windows 2012 / 8, 8.1 (Professional/Enterprise) / 2008 
SP2 / 7 (Professional/Enterprise/Ultimate) / 2008 / Vista SP1 (Business/Enterprise/
Ultimate) / 2003 SP1/XP Professional SP2 (32- and 64-bit architecture).

§§ Free RAM: at least 360 MB.
§§ Free disk space: at least 200 MB.
§§ A TCP/IP connection to all target hosts.

Internet access: to update the virus databases

Scanner

§§ Any PC running MS Windows XP Professional and later versions, except for Windows® 
Server 2003 x64 Edition and Windows® XP Professional SP2 x64 Edition.

§§ Free RAM: at least 360 MB.
§§ Free disk space: at least 200 MB.

Useful links
Description: https://curenet.drweb.com/?lng=en
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Dr.Web CureIt!
Emergency curing for Windows PCs and servers, including those running different anti-virus software

Prospective customers Small, medium, large, and extremely large enterprises that have a different vendor’s anti-virus installed in their local 
network.

Tasks performed §§ Emergency curing for Windows workstations and servers.
§§ Tests the quality of the other vendor’s anti-virus.

Utility features 

§§ Doesn’t require installation and doesn’t conflict with any known anti-virus so you don’t need to disable your 
anti-virus to check your system.

§§ Impregnable self-protection; can run in the enhanced mode for effective Windows blocker neutralisation.
§§ Updated once or more per hour.
§§ Can be run from any removable media, including USB data storage devices.

Supported OSs MS Windows 2019/2016/2012 R2/2012/2008 R2 (64-bit), 10/8.1/8/7/Vista SP2/2008 SP2 (32- and 
64-bit), XP (SP2 and later)/2003 SP1 (32-bit)

Licensing The utility can be licensed for 12, 24, and 36 months.

Licensing features The utility can be used free of charge to cure a personal home PC.

Trial license Not available

System requirements §§ PCs running MS Windows 8/7/Vista/2012/2008 (32- and 64-bit), XP/2003 (32-bit)

Useful links
Description: http://free.drweb.com/cureit
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Special offers

Dr.Web for educational institutions and healthcare 
organisations  

50% discount 
for a new license

65% discount 
when renewing for 1 year

Discounts are available for colleges, technical schools, universities, public libraries and healthcare institutions. 
Bundles and utilities are not part of the programme. To receive a discount, please fill in the application form 
(you can get one from Doctor Web’s partners or download it from the website). 

Useful links

Programme terms: https://promotions.drweb.com/edu?lng=en 

Migrate to Dr.Web
A low-cost migration programme for customers who are using other vendors’ anti-virus products and have 
not previously used Dr.Web.

Migrate to Dr.Web on advantageous terms: 

2 years of protection 
for the price of 1

50% discount 
when migrating for one year

If the license purchased from the other vendor is still valid when the customer purchases a Dr.Web license, 
the time remaining on that license will be added to the term of the Dr.Web license free of charge.

Bundles, utilities, services, and solutions are not part of the programme. The migration discount applies only 
when customers are switching to a Dr.Web anti-virus product that is similar to the one they have been using 
(one of the same type and for the same number of objects).

Useful links
Migration terms: https://promotions.drweb.com/promo/migrate?lng=en 
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Services  
Dr.Web vxCube

§§ Intelligent and interactive cloud-based analyses of suspicious objects 
§§ Get an instant build of the curing utility that is based on the results of the analysis
§§ For security researchers and cybercrime investigators

Dr.Web vxCube — a cloud-based, interactive analyser — an indispensable tool when a malicious file penetrates 
an antivirus-protected system or you have reasonable suspicion that your system is infected. 

Within a minute, Dr.Web vxCube will determine a file's harmfulness and build a curing utility to neutralise 
the consequences of the malicious activity.

The analysis is performed in multiple operating systems using the applications most commonly attacked by 
hackers today:

§§ Windows executable files 
§§ 	Microsoft Office documents 
§§ Acrobat Reader files 
§§ AVA executable files 
§§ Scripts

How does Dr.Web vxCube work?

1.	 The user is granted access to the analyser so that they can submit a suspicious file for a cloud-based 
analysis. 

2.	 The analyser launches the submitted item in the isolated environment to examine its behaviour. The 
analysis is performed automatically, without the participation of our security researchers.

The analysis takes from one to several minutes!

A researcher can:  
–  specify what operating systems and which versions of applications should be checked.
–  specify a desired analysis time in the settings if the researcher believes that the amount of time was 

insufficient to analyse the suspicious file thoroughly.
–  monitor the progress of the analysis remotely via the Dr.Web vxCube interface and even influence 

its course by connecting to the analyser via VNC to participate in the analysis process.
3.	 If the object definitely poses a threat, the user immediately receives a special Dr.Web CureIt!* build that 

neutralises the actions performed by the malicious file. 

This makes it possible to expeditiously disarm a brand new threat without having to wait for a 
security software update.

Thanks to its versatility, Dr.Web CureIt! can operate without being installed in any system that already relies 
on a different anti-virus (not Dr.Web). The service will particularly come in handy for companies that don't 
yet use Dr.Web as their primary anti-virus defence. 

* If this is included in a license.
4.	 You will also receive a report based on the analysis. You can view it in your Dr.Web vxCube account 

area or download it as an archive. In addition, you can find the results of previous analyses in your 
account area.

Useful links  
Trial version: https://download.drweb.com/vxcube?lng=en
Licensing: https://www.drweb.com/vxcube/licensing?lng=en 
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Anti-virus research
Malicious file analyses by Doctor Web’s anti-virus laboratory security researchers 

No automated service will ever replace the experience and knowledge of virus analysts. If you still have doubts 
about Dr.Web vxCube's verdict of innocent for a file, we invite you to take advantage of the services offered 
by Doctor Web’s security researchers who have many years of malware-analysis experience under their belts.   

A malicious file of any complexity can be analysed. The resulting report includes:

§§ Information about the basic principles of the malware’s operation and those of its modules;
§§ An object assessment: downright malicious, potentially dangerous (suspicious), etc.;
§§ An analysis of the malware's networking features and the discovery of its command and control 

servers;
§§ Information about the impact on the infected system and recommendations on how to neutralise the 

infection. 

You can submit an anti-virus research request here: https://support.drweb.com/support_wizard/?lng=en

Virus-related computer incident (VCI) expert consultations 
If your company has fallen victim to malicious programs and requires the expertise of security researchers, 
take advantage of the services offered by a special division of Doctor Web.

The consultations include: 

§§ An initial assessment of the incident, the scope of the investigation, and the measures required to 
remedy the consequences of the incident.

§§ An examination of the computer and other related items (hard disks, and text, audio, photo, and 
video materials) that are presumably related to the VCI.

§§ 	Exclusive! A psychological evaluation of individuals (company personnel) to identify possible 
accomplices involved in/assisting with/covering up or supporting illegal activities against the customer 
(a comprehensive risk assessment) as well as facts related to inaction or dereliction of duty.

§§ Recommendations on the deployment of an anti-virus protection system that would prevent VCIs or 
reduce them to a minimum in the future.

Useful links
About Doctor Web consultations (VCI):  https://antifraud.drweb.com/expertise?lng=en
Consultation requests can be submitted here:  http://support.drweb.ru/expertise

Training and certification 

§§ For system administrators and  information security experts
§§ Online exam – can be taken at any time 

To ensure the most efficient operation of information security systems built on the basis of Dr.Web products, 
we have developed programs to train and certify enterprise computer network security specialists.

Fill in the application form. In response you will receive a link to the exam you want to take. Take the online 
exam. Once you pass the exam, a link for downloading an electronic version of the certificate will appear in 
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the My Certificates section. You will also be emailed a link for downloading the certificate. The link will be 
sent to the email address you specified in your Doctor Web account. 

Information security basics

§§ DWCERT 070-3 "Enterprise anti-virus protection solutions"
§§ DWCERT-070-4 “Email traffic security. Basic principles”
§§ DWCERT-070-5 “Spam and phishing”
§§ DWCERT-070-6 “Protecting Windows PCs and file servers from encryption ransomware”
§§ DWCERT-070-7 “General protection principles for Android mobile devices”

Dr.Web products

§§ DWCERT-002-ESS "Dr.Web Enterprise Security Suite"
§§ DWCERT-003 “Dr.Web for Windows file servers”
§§ DWCERT-005 “Dr.Web for MS Exchange”
§§ DWCERT-004. “Dr.Web AV-Desk Internet service"
§§ DWCERT-006 “Dr.Web CureNet!”
§§ DWCERT-007 “Dr.Web ATM Shield”

Useful links  

All training courses for IT professionals: https://training.drweb.com/courses/admins?lng=en 
Exam registration: https://training.drweb.com/users/register?lng=en
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About Doctor Web 
Doctor Web is the Russian developer of Dr.Web anti-virus software. Dr.Web anti-virus software has been 
developed since 1992. The company is a key player on the Russian market for software that meets the 
fundamental need of any business — information security. 

Doctor Web was the first company on the Russian market to offer an anti-virus as a service and, to this day, 
is still the undisputed Russian market leader in Internet security services for ISPs. 

Customers trust Dr.Web  
Doctor Web’s IT security experts possess a wide range of capabilities, which allows the company to thoroughly 
understand the operational nuances of all kinds of businesses and offer its customers the best selection of 
quality products at minimal TCO.
The fact that Doctor Web has satisfied customers—home users, major corporations, and small businesses—
all over the world is clear evidence that the quality of its products, created by a talented team of Russian 
programmers, is undisputed. 

Here are just some Dr.Web customers: https://customers.drweb.com. 

Why Dr.Web?
All rights to Dr.Web technologies are reserved by Doctor Web. The company is one of the few anti-virus 
vendors in the world to have its own technologies for detecting and curing malware. Doctor Web has its 
own anti-virus laboratory, global virus-monitoring service, and technical support service.

                 © Doctor Web
	        2003–2020 
3rd street Yamskogo polya 2-12А, Moscow, Russia, 125124
Tel.: +7 (495) 789–45–87 
Fax: +7 (495) 789–45–97
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